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C.9.5

(a)

ATTACHMENT A

MODIFICATION NO. 3 OF CONTRACT NO. CFOPD-19-C-041
SPORTS BETTING, LOTTERY GAMING SYSTEMS
AND RELATED SERVICES

Delete Section C.9.5 Player Banking Services of Contract and replace with Sections C.9.5 as follows:

Player Banking Services

The Contractor is required, to the extent applicable, to ensure that all third-parties including financial
institutions and credit card processors, each of which is engaged to carry out iLottery and Sports
Wagering and shall have access to credit/debit card nonpublic cardholder data, shall adhere to the
Payment Card Industry (“PCI”) Data Security requirements and pursuant to their agreements with the
Contractor, shall have agreed to the following:
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That the applicable subcontractors are responsible for security of cardholder data in their
possession,;

That such nonpublic cardholder data can ONLY be used for assisting the OLG in
completing a transaction, supporting a loyalty program, supporting the District, providing fraud
control services, or for other uses specifically allowed by law;

That the Contractor shall provide business continuity in the event of a major disruption,
disaster, or failure;

That the Contractor shall contact the OLG to advise it of any breaches discovered in data
security where a Cardholder’s “personal information” or “PI” (as such term is defined in the ID
Theft Protection Act) has been compromised;

That in the event of a security intrusion, the Payment Card Industry representative, or a
Payment Card Industry approved third-party, shall be provided, by the applicable subcontractor,
with full cooperation and access to conduct a thorough security review and the review shall
validate compliance with the Payment Card Industry Data Security Standard for protecting
Cardholder data;

That the applicable subcontractors shall properly dispose of nonpublic Cardholder data
when no longer needed;

That the applicable subcontractors shall continue to treat nonpublic Cardholder data as
confidential upon termination of the iLottery and/or Sports Wagering Program; and

That each subcontractor shall provide the OLG with documentation verifying PCI Data
Security certification has been achieved and shall advise the OLG of all failures to comply with
the PCI Data Security Requirements (which failures include, but are not limited to system
scans and sclf-assessment questionnaires), and shall provide a (ime line for corrective
action; provided that, if the subcontractors are listed on the Validated Service Provider list, the
OLG shall not require any other certification, and if the subcontractor is not listed on the
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Validated Service Provider list, the OLG shall receive a copy of such subcontractor’s
Attestation of Compliance and its most recent scan (performed by a qualified scan vendor),
which documents shall be provided annually with proof of quarterly scans from such
subcontractors for OLG approval.

Contractor shall provide software and services that allow players to transfer funds to and from a
virtual wagering account (“VWA™). The System shall support configurable fees, by each payment
mechanism available (e.g. credit card transfers vs. ACH transfers), for OLG to designate and assess the
player upon the transferring of funds to and from a VWA. Fees shall be configurable in real-time and
not require software development to perform a change. For transfer of funds into a VWA, any
applicable fees shall be charged to the originating payment source and not deducted from the VWA.

Funding limits, both minimums and maximums, by payment mechanism shall be configurable within
the System. Configurable limits shall include daily, weekly, monthly and yearly parameters. The OLG
shall designate funding limits according to the District of Columbia Regulations that apply to Sports
Wagering and iLottery. Contractor may advise the OLG regarding any limits that may be necessary to
minimize exposure to possible fraud activities. The System shall provide other rules and configurable
settings that mitigate possible payment fraud activities.

The Contractor shall hold VWA funds in an FDIC insured bank account or as otherwise approved by
OLG. The Contractor shall provide all banking services necessary to add funds to VWA’s including,
but not limited to, providing gateway, acquiring processor and acquiring bank. Each of the banking
services subcontractors are subject to OLG approval. The System shall support open architecture for
integrating banking services subcontractors as necessary by the Contractor. It is desirable for the
Contractor to maintain robust transaction routing capabilities for alternative banking services.

As a part of the VWA, the Contractor shall establish a player custodial account and a sweep account.

() The Contractor shall fund the player custodial account with deposits made to player wallets,
wagers placed by bettors and wagers won by bettors. Funds deposited in the player custodial
account, although appearing as part of the Contractor’s financial statements, shall only be
withdrawn or transferred in accordance with the terms of this Contract. Funds deposited in the
player custodial account shall not be assigned, pledged or used as collateral for any security
interest.

(i) The Contractor shall fund the sweep account with wagers lost by bettors. Funds deposited in the
sweep account, although appearing as part of the Contractor’s financial statements, shall only be
withdrawn or transferred in accordance with the terms of this Contract. Funds deposited in the
sweep account shall not be assigned, pledged or used as collateral for any security interest.

(iii)  The Contractor shall remove all funds resulting from lost wagers from the player custodial
account and transfer those funds into the sweep account at minimum on a monthly basis.

(iv)  The Contractor shall monitor the accounts daily and perform bank reconciliations on a monthly
basis. The bank reconciliations shall be provided to the OLG upon request. The Contractor shall
investigate and resolve all transactional chargebacks, shortages and unauthorized withdrawals
and deposits; and provide a description of the cause and resolution.

v) The Contractor shall provide online access to the OLG for all related bank accounts and third-
party vendor platforms.
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The Contractor shall pay the third-party fees and submit an invoice to the OLG for reimbursement for
the third-party fees.

After reconciliation of the sweep account and the player custodial account, the Gross Gaming Revenue
(GGR), as defined by section B.4.8(5) of the Contract shall be determined by the OLG. The GGR shail
constitute District funds. The Contractor shall remit one hundred percent (100%) of the GGR to the
OLG within three (3) business days of electronic invoicing by the OLG. Invoicing of the GGR by the
OLG shall generally occur on a monthly basis but may occur more frequently as required by the OLG.
The Contractor shall remit the GGR electronically using the payment information contained on the
bottom of the OLG invoice. The OLG will pay the Contractor, in accordance with sections B and G.2
of the Contract, after the GGR has posted to the OLG’s bank account and upon receipt of a proper
invoice from the Contractor. Any invoice received by the OLG prior to the posting of the GGR to the
OLG’s bank account shall be considered an improper invoice and rejected by the OLG.

Failure of the Contractor to timely transfer funds in accordance with the terms of this Contract or
instructions issued by the District shall be considered a material breach of the Contract and the District
may, in its sole discretion, take any of the following actions: (i) Deduct the delinquent amount of funds
from any amounts owed by the District to Contractor; or (ii) make a claim for the delinquent amount of
funds against Contractor’s performance bond, provided however, no such claim against contractor’s
performance bond will be made unless insufficient funds are available under subsection (i) to cure the
breach and until Contractor is given written notice by the OLG of its intent to make such a claim and
Contractor is provided an opportunity to cure within the succeeding 2 business days.

Contractor shall act as the Merchant of Record and shall be responsible for all payment acceptance,
dispute resolution handling, indemnification of payment fraud and all expenses associated with
these services.

Contractor shall provide the OLG with web-accessible reporting tools that provide access to data
related to banking services activities. This includes, but is not limited to, reporting features that provide
player-specific activity logs and aggregate data such as total deposits and withdrawals and amount by

payment type.

Except as expressly amended or modified hereby, all terms and provision of the Contract are and shall
remain in full force and effect and all references therein to such Contract shall refer to the Contract as
modified by this Amendment. This Amendment shall be deemed incorporated into and made a part of
the Contract.



