OCFO CCaaS RFP Response Template C
Template C – Technical Approach
The Vendor shall provide a narrative on the proposed approach to meeting the requirements below, either by leveraging existing products, configuration, customization, development, or a combination of these approaches. Detailed technical requirements can be found in RFP Sections C.7 – C.14 as well as Response Template D – Requirements Response Matrices. Responses must not simply provide generic or marketing descriptions of the Vendor’s or proposed solution’s capabilities.
overall technical approach
Vendor should provide an overview of the proposed solution’s technical architecture. Response should include the underlying technologies needed to support the solution. 
<Response>
[bookmark: _Hlk74311654]User interface 
Describe the Vendor’s design approach and the characteristics of the user interface for the proposed solution. The solution must be designed to provide feature-rich systems that can deliver a consistent user experience.  Are there any features that the Vendor feels gives the proposed solution an advantage over similar solutions? 
<Response>
connectivity
Describe how your system will connect with the existing telephony environment, and any existing architectural, physical, environmental and power requirements. Detail the approach to supporting communication protocols — for example, native SIP support, use of session border controllers/gateways and so forth.  (RFP Section 3.11)
<Response>
Integration
Describe your system's integration tools and the integration approach between the proposed solution, (the cited) Interfaced Systems, and any other proposed third-party products—including the interoperability features and capabilities of the proposed solution. The approach must, at a minimum, provide details on how the proposed solution intends to meet or exceed the Integration Requirements found in RFP Section C.7 Integration. Additionally, List the off-the-shelf applications that you have prebuilt connectors for, and proven experience of integrating with, that are relevant to the OCFO’s environment. 
<Response>
FLEXIBILITY, Scalability and Extensibility
Describe the Vendor’s approach to Flexibility, Scalability and Extensibility of the proposed solution. The Vendor’s approach, at a minimum, must consider the requirements found in RFP Section Response Template D – Requirements Response Matrices (e.g. C.5.1.3), as well as the following topics:
· Ability to meet future growth
· Configurability
· Flexibility to keep up with changing Technology and Regulatory needs
<Response>
Identity and Access Management
The OCFO requires that the Vendor’s solution integrate with the DC Government Active directory/SSO (Single Sign On) authentication for internal user account management. (RFP Sections C.4.2.13/ C.9.1.10)
Provide how authentication and authorization are achieved using the DC Government’s Active Directory or SAML infrastructure.
Describe the proposed Identity and Access Management capabilities of the proposed solution. Explain how the solution applies strict security regulating authorization and access rights to all system users as part of full Governance, Risk, and Compliance (GRC) features—including full audit capabilities and the ability to manage create, read, update, and/or delete permissions at the data element level.
<Response>
quality assurance 
Describe how the proposed solution will meet the OCFO’s requirements for testing/quality assurance. (At a minimum response must cover RFP Section C.8.1.2)
<Response>
Security & compliance requirements
Describe the proposed solution’s ability to support the OCFO’s security and compliance requirements as stated in the RFP (e.g. NITS 800-53 REV4 FISMA, IRS Publication 1075).  (RFP Sections C.4.1.1, C.15.4)
<Response>
[bookmark: _Toc498440069]Application Security
Provide a detailed description of how your application remains secure. Highlight how it conforms to trusted service principles, including security, availability, processing integrity, confidentiality and privacy.
Describe user access/role hierarchy and related constraints, and how Multi-factor authentication is used for privileged tasks, if available (RFP Sections C.15.1, C.9.1.7, C.4.2.13)
<Response>
[bookmark: _Toc498440070]Voice and Data Security
Vendor should describe how they secure voice and data as part of its architecture design. Cover any impacts for home worker agents. (RFP Section C.11.2.2)

<Response>
If your application supports voice recording, explain how it encrypts and decrypts recordings. Detail what technology is in place to ensure that free sharing of voice recordings is not possible. (RFP Section C.4.2.11)
<Response>
Regulatory and Security
Describe the proposed approach to Regulatory and Security Requirements. Consider the requirements found in Response Template D – Requirements Response Matrices, as well as how the Vendor’s approach to security should support technical controls and those technology solutions that must be secured to ensure the overall security of the solution. The approach should potentially include, but not be limited to:
· How the system and application were designed with security in mind 
· How the proposed approach leverages industry standards and models to apply security best practices
· The support and active management of data sensitivity levels (RFP Section 8.1.7)
· The application and system hardening processes
<Response>
Service Level Agreements
[bookmark: _GoBack]The Vendor should describe how the proposed solution will meet the OCFO’s SLA requirements as specified in RFP Section C.15 Service Level Requirements. The Vendor should also detail how the OCFO will be notified when an SLA is not met.
<Response>
DATA BREACH PREvention 
Vendor should provide a narrative on its investment and focus in ensuring the product and services are protected from breaches. Vendor should address the areas of Training and Awareness, Access Management, Data Management, Incident Response, and other measures taken to ensure cloud contact services are secured.
<Response>
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